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CYBER SECURITY OVERVIEW





WHAT ARE CYBER CRIMES?

ÅMerriam-Webster: criminal activity committed using a computer especially to 

illegally access, transmit, or manipulate data.

ÅProfit off individuals or companies

ÅHighly technically skilled organizations or individuals

ÅRarely done to just cause damage 



TYPES OF CYBERCRIME

ÅEmail fraud

ÅIdentify fraud

ÅTheft of financial data or card payment data

ÅRansomware



HOW CYBERCRIME HAPPENS

ÅSocial Engineering

ÅPhishing

ÅSpear Phishing

ÅWhaling

ÅVishing

ÅSmishing

ÅBEC ðBusiness Email Compromise

ÅMalware attacks

ÅDenial of Service (DOS)



STATISTICS

2021 Cyber Threat Report by SonicWall

Å304.7 mmRansomwareattacks occurred during the first half of 2021

Å304.6 mmin all of 2020 (151%increaseYTD)

ÅTop Industries targeted

ÅGovernmentð917%

ÅEducation ð615%

ÅHealthcareð594%

ÅRetail ð264%

https://www.techradar.com/news/ransomware-attacks-in-2021-have-already-surpassed-last-year



WAYS TO PREVENT
ÅSoftware and OS updates

ÅAnti-virus Software

ÅDonõt open attachments on spam emails

ÅInspect links in suspicious emails

ÅContact companies about suspicious requests

Å2 factor authentication (2FA)

ÅMulti-factor authentication (MFA)



MORE WAYS TO PREVENT 

ÅStrong passwords

ÅAt least 12 characters

ÅMix of uppercase, lowercase letters, numbers and symbols

ÅPassword protect your phone or tablet

ÅDo not share your passwords

ÅIf provided, make security questions difficult to guess



PLANNING

ÅIdentify your software

ÅSoftware access inventory

ÅBackup policy and storage location

ÅProcess to do business without computers

ÅCommunicate with customers

ÅPaper backup
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LIABILITY

The Basic Questions:

òAm I on the hook for any loses sustained by that event, or is there a way to 

defend myself?ó



LIABILITY

Two Main Ways That Liability for a Data Breach Arises.

ÅBefore - What did you do to reduce risk?

Åimplemented Safeguards

ÅEnsure Compliant with Security Standards - OWASP, PCI-DSS or NIST

ÅComplied with State Laws

ÅAfter - Did you do enough after the event to reduce harm?

ÅNotified Customers

ÅMay be Mandated by State Laws



LIABILITY

State Laws

ÅOpt Outs - e.g.California and Nevada

ÅPermission to Use - e.g.Maine

ÅNotification of Breach - e.g.New York and Texas


